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What it is 
ESET PROTECT Advanced includes ESET’s essential security 
products to help you build a multilayered security portfolio 
with one convenient bundle. This package combines 
endpoint security with full disk encryption and cloud 
sandbox analysis for next-level protection against today’s 
increasingly sophisticated attacks, including zero day exploits, 
ransomware and advanced persistent threats (APTs). For 
the remote workforce, it adds an extra defense against 
phishing and other scams, and encrypts data at rest on each 
user’s devices. It’s completely manageable through the ESET 
PROTECT Cloud console, improving total cost of ownership.

Why you need it
Profits from cyberattacks are estimated in the trillions 
annually, providing criminals with the resources and 
motivation to step up attacks and create more complex code 
designed to circumvent existing security measures. ESET 
PROTECT Advanced augments your award-winning endpoint 
protection with advanced analysis and data encryption, 
providing the best line of defense against the latest threats.

Why cloud sandbox: Files submitted to the cloud 
sandbox, ESET Dynamic Threat Defense, are run through 
a user simulation that includes three machine learning 
models to fully understand their behaviors. This is vital 
in today’s threat landscape because many files may 
not be malicious on their own but act as agents for 
other destructive malware. Your entire organization is 
protected as soon as the file is submitted and 90% of 
cases are analyzed and reported in under five minutes.

Why full disk encryption: By securely encrypting 
the personal data records you hold, your business or 
organization can better protect itself in the event of 
a system breach. That’s because such incidents are 
much less likely to be considered a compliance failure 
by regulatory authorities if data is properly encrypted.

Why cloud management: ESET PROTECT Advanced 
provides centralized remote management via the 
cloud. With no additional servers to configure or 
hardware to maintain, ESET PROTECT Advanced 
lowers your total cost of ownership and further 
simplifies setup and overall operations.

What’s included
Cloud-based console
Endpoint protection platform
Cloud sandbox
Full disk encryption

Key benefits
Improved protection against ransomware and 
zero day attacks via cloud sandboxing

Increased ease of operations and lower total cost 
of ownership with cloud-based management

Advanced machine learning, deep behavioral 
inspection and ransomware shield enhance 
ESET’s powerful endpoint protection

Protects company data and helps meet regulatory 
compliance through advanced data encryption



Ultimate digital security for business
ESET PROTECT 

Entry
Multilayered business protection 

with one-click deployment.

ESET PROTECT 
Enterprise

Cyber risk management and visibility 
into IT environment, including 

Endpoint Detection and Response.

ESET PROTECT 
Advanced

Eliminate ransonware and zero-day 
threats easily via cloud console.

ESET PROTECT 
Mail Plus

Secured email communication 
with cloud-based sandboxing.

ESET PROTECT 
Complete

Secured cloud applications and 
multilayered endpoint protection.

ESET PROTECT 
Entry

ESET PROTECT 
Advanced

ESET PROTECT 
Complete

ESET PROTECT 
Enterprise

ESET PROTECT 
Mail Plus

Cloud console ✔ ✔ ✔ ✔ ✔

On-premises console ✔ ✔ ✔ ✔ ✔

Endpoint Protection 
(EES+EEA+EFS) ✔ ✔ ✔ ✔

Cloud Sandboxing (EDTD) ✔ ✔ ✔ ✔

Full Disk Encryption (EFDE) ✔ ✔ ✔

Mail Security (EMSX) ✔ ✔

Cloud Office Security (ECOS) ✔

EDR (EEI) ✔*

*EEI currently available in the on-premises console only

IMPACT
AV-COMPARATIVES IMPACT TEST – APRIL 2019
www.av-comparatives.org/tests/performance-test-april-2019 
SYSTEM IMPACT (LOWER IS BETTER)

FALSE POSITIVES
AV-COMPARATIVES FALSE ALARM TEST – MARCH 2019
www.av-comparatives.org/tests/false-alarm-test-march-2019

ESET superior protection

110M+ users worldwide

400K+ business customers

200+ countries and territories

30+ years of protectionSYMANTEC
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Contact an Account Manager today to learn more.

1.800.800.0014  J  www.connection.com/eset C1488271 0921


