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Federal Solution Overview

Aruba Secure Mobility for the Federal Government
Providing a unique set of solutions in the industry, Aruba Federal

is the leader in mobility in the US Federal Government and Systems
Integrator community. With wide deployments of wireless
networking (Wi-Fi) for unclassified and classified environments,
wired networking, and cyber solutions for profiling, posturing, and
access control, Aruba solves complex challenges unique to the
DoD, DHS, IC and civilian agencies.

WLAN Leadership

e Centralized encryption provides greater end-to-end security.

e NSA CSfC approved up to TS/SCI over wireless.

e Multi-Zone feature permits multiple classifications from a single AP
to terminate on physically diverse controllers.

e Multi-Zone feature eliminates frequency challenges and reduces
physical cabling and access points required.

e Software upgrades permit for long-term use of products with
support (7-10 years life-cycle).

e Location awareness for contextual network permissions.

e Hitless upgrades of high-availability networks supports C2 and
critical missions with zero downtime.

e Simple management and training allows for rapid deployment by
legacy network engineers.

Authentication Leadership
Aruba ClearPass Policy Manager provides full authentication platform:
¢ 802.1X w/ CAC for NIST Multi-Factor Auth (MFA).
o Full Network Access Control (NAC) dynamic network and rights
assignment based on MFA.
e Device health validation (quarantine devices if virus protection,
patches, etc are outdated of compromised).
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Certifications
e DISA UC APL Approved
e FIPS 140-2 Certified
e Common Criteria
o TAA
e NSA CSfC Approved
e Navy HERO Certified
e NATO IA Approved

Authorization to Operate
e Navy NGEN ATO

e US Army Enterprise ATO
e US AF CITS ATO

e US AF CONOPS

e DISA ATO

e Pentagon ATO

e VA Class Sub CSfC ATO

e NNPI ATO

e USMEDIC ATO

e US Army WIN-T ATO

e USMCATO

Key Installations
e Pentagon wireless & auth
e DHA
e WIN-T tactical deployment
e Navy NGEN & shipboard
e USAF CITS/BITI program
e CDC
e DoE (mult labs)
e DolJ: Attorney Office
e Exec Office of the President
o WHCA CSfC secure comms
e FTC WLAN, guest and auth
e |IRS WLAN, guest and auth
e NASA WLAN, guest and auth
e VVeterans Affairs WLAN
e SAIC corp WLAN and auth
e GD corp WLAN and auth
e Leidos corp WLAN and auth
e CSRA corp WLAN and auth



Authentication Leadership (Continued)
e Secure and restricted guest captive portal access w/ sponsorship.
e OnBoard w/ certificate support of BYOD devices (in use in the Pentagon today for unclass).
e End User Behavioral Analytics (EUBA) to provide insider threat detection of all devices and users
in the enterprise.
e Cost avoidance of labor for common network changes.
e Full integration with all WLAN and switch manufactures.

For more information about Aruba's solutions for federal government
agencies, contact a Connection Account Manager today.

1.800.800.0019
www.connection.com/HPEAruba-PS
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