A MOBILE ENTERPRISE WHITEPAPER

Empowering Real-Time Solutions

Research In Motion today offers far more than
just a leading email solution. With BlackBerry
Business Solutions, it's enabling businesses to
hoost their bottom lines, gain efficiencies and set
industry standards for true workplace mobility.
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Empowering Real-Time Solutions

ACCORDING TO ANALYST FIRMS SUCH AS IDC,

THE PERCENTAGE OF MOBILE PROFESSIONALS IN
THE WORKFORCE IS CONTINUALLY INCREASING.

Whether in finance, government, real
estate or countless other vertical busi-
ness markets, mobile professionals are
roaming far from their corporate cam-
puses with laptops and cellular phones
in tow. These road warriors depend on
real-time access to email, calendars and
corporate information systems that’s
made possible, in part, by the increas-

ing ubiquity of Wi-Fi hotspots and high-
speed cellular networks.

Similarly, field force workers
equipped with mobile devices such as
Tablet PCs and ruggedized handhelds
can be found in retail stores, on construc-
tion sites, in manufacturing plants, on
service calls and everywhere else busi-
ness is being done. Mobility gives

them the tools they need for order-entry,
shipment tracking and business intelli-
gence reports. There’s no need to carry
around a stack of manuals, and the use
of mobile devices increases accuracy
and eliminates redundancy.

A new breed of mobile worker,
often referred to as the corridor war-
rior, is now also being seen through-
out business locations such as factories,
offices, hospitals and other healthcare
facilities, armed with lightweight,
handheld devices linked to wireless
local area networks (WLANSs). The
real-time communications and infor-
mation access made possible through
these complete mobile solutions is
redefining the ways professionals per-
form at their jobs and consequently the
costs of doing business. These solutions
are helping to raise the standards that
both businesses and their workers are
held to. This whitepaper will discuss
more specifically how the benefits of
mobile solutions, in particular those
available from Research In Motion
(RIM), are empowering healthcare
practices and their employees to
improve revenue, engage in industry
best practices and offer the best patient
care possible.

BLACKBERRY SOLUTIONS IN
HEALTHCARE

Few professions are as mobile as health-
care. Physicians, nurses and support staff
spend the majority of their working days
on rounds attending to patients and mov-
ing from clinic to emergency room to
ICU and many points in between.
Medical institutions are therefore under
increasing pressure to provide their staffs
with anywhere, anytime access to criti-
cal patient data, including electronic
health records and decision-support tools
that enable evidence-based medicine.
And of course, they must do this while




also overcoming the challenges of lim-
ited funding, meeting the responsibilities
of security and considering the privacy of
patient information.

BlackBerry Business Solutions
enable healthcare organizations to put
virtual real-time information into the
hands of their professionals, exactly
when they need it, which can immedi-
ately translate to benefits such as
improved patient care and increased
staff productivity and efficiency, as well
as long-term benefits for the institu-
tion such as increased ROI, lower costs
and added revenue through more accu-
rate charge capture and order entry.

BlackBerry devices are small and
lightweight and so can easily slip into lab
coats, scrubs and jacket pockets, provid-
ing caregivers with a single converged
device for information management. The
devices seamlessly interface with
BlackBerry Enterprise Server™, which
enables caregivers to send and receive
emails, make and accept phone calls,
use short-dial extension numbers, receive
critical alerts or “nurse call” pages, and
access contacts, calendar, to-do lists,
notes and more. In addition, BlackBerry
independent software vendor (ISV) part-
ner applications can connect caregivers
to a wider world of wireless reference
materials, decision support tools and elec-
tronic medical records (EMR) at the point
of care. Most of the leading clinical appli-
cations in use today are supported on
BlackBerry devices.

IMPROVING COMMUNICATIONS
WITHIN FACILITIES

In the past, clinicians have relied on paper
to communicate patient needs. However,
these paper-based systems were fraught
with inefficiencies. No action could be
taken until a doctor found and read a note.
And worse, notes could be lost, and
there was no way of verifying whether

“ CAREGIVERS CAN SEND AND

RECEIVE EMAIL, MAKE AND ACCEPT PHONE
CALLS, AND RECEIVE CRITICAL ALERTS OR

“NURSE CALL” PAGES. ’ ’

one was actually seen by the doctor.
Pagers were faster but physicians disliked
the interruptions, and nurses found that
their pages were often ignored.

Athealthcare facilities such as Trillium
Health Centre, in Mississauga, Canada,
communications are being improved
through the incorporation of BlackBerry
handhelds into the patient-care process.
Trillium has found that virtual real-time
access to email has dramatically improved
workers’ response times to messages and
even enhanced the clinical workflow.
Today, BlackBerry devices are everywhere
in the Trillium ICU, in use by doctors,
nurses, dieticians, physiotherapists and
other staff members.

In addition, BlackBerry Business
Solutions provide caregivers with an elec-
tronic “audit-trail” by logging every mes-
sage through the BlackBerry Enterprise
Server. While the costs of running the sys-
tem over the cellular network have been
minimal, Trillium is now looking to equip
the majority of its campus-based staff with
BlackBerry devices for WLAN that will
run on the Wi-Fi local area network with
no cellular network monthly charge.

ENABLING INFORMED
DECISION-MAKING

At the point of care, medical practition-
ers require access to reference-based
materials such as drug databases and ref-
erence manuals. Through BlackBerry
Business Solutions, the latest informa-

tion for diagnosing illnesses, determin-
ing treatment protocols and calculating
appropriate dosages can be pushed to
practitioners’ devices almost instantly,
putting the latest and most accurate infor-
mation right at their fingertips. All of this
happens automatically, without their hav-
ing to continually request the informa-
tion or wait to get back to a desk and sync
with a cradle. With BlackBerry devices,
physicians, patients, nurses and support
staff become part of a seamless informa-
tion flow. Communication is instanta-
neous, and wireless updates ensure that
drug interaction guides always have the
latest FDA recommendations.

One example is the ease with which
doctors and nurses using BlackBerry
devices can access the PEPID mobile
drug database, which contains critical
information about diagnosis, dosing and
drug interactions. Similarly, Lexi-Comp
can provide BlackBerry device users
with the most current access to the lat-
est clinical information, as well as links
to topics and personalized field lists
maintained by the user. SkyScape and US
Biomedical Information Systems each
also offer a number of clinical, drug and
lab references for use with wireless
mobile devices.

INFORMATION ON-CALL

BlackBerry Business Solutions addition-
ally make it possible for physicians to
access critical patient information on



BlackBerry devices. RIM has teamed
with a number of application providers
to provide mobile access to patient
emergency medical records stored in
hospital information systems.
Traditionally, patient information has
been scattered amongst a number of
existing legacy information systems
within a hospital, such as the pharmacy,
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laboratory and microbiology, radiology
and financial departments. Before wire-
less devices arrived, accessing this
information while on the go meant copy-
ing it onto index cards. Among the ben-
efits of putting this information straight
into the hands of a nurse or physician are
increased patient safety, a reduction in
paperwork and increased mobility.

A Family of Devices

All BlackBerry devices operate on the latest high-speed
wireless networks and provide industry-leading functional-
ity such as email, phone, Web browsing, MMS, SMS and
organizer features. In addition, they include features that
are optimized to meet the needs of healthcare profession-
als. For large organizations such as hospitals, clinics, labo-
ratories and other healthcare facilities, BlackBerry
Business Solutions centrally manage BlackBerry devices

and provides users and IT managers with:

» Advanced security features
» Wireless push delivery of email and data

» Secure access to Internet and intranet-

based applications

» Multiple mailbox integration to a single

handheld

MercuryMD’s MData software, for
example, enables doctors to view patient
medical information quickly, easily and
securely, whether they are at a patient’s
bedside or are called to write an emer-
gency prescription while off duty.

STREAMLINING SYSTEMS

Physicians lose hundreds of millions of

Attachment viewing of popular file formats
Wireless email reconciliation

Wireless calendar synchronization

Remote address book look-up

A secure environment for incorporating or
accessing industry-specific applications

- BlackBerry 7100i

-~ BlackBerry 7270



dollars in denied or reduced fee-for-serv-
ice claims each year as a result of inade-
quate documentation for patient
interactions, inaccurate or invalid codes, or
by failing to bill for certain services. By
implementing third-party charge-capture
applications, BlackBerry users can docu-
ment procedures at the point of care and
put an end to inefficient paper-based
records. This is more accurate and more
reliable, and it reduces the time it takes for
insurance claims to be sent and processed,
thus increasing an organization’s cash flow.

Similar efficiencies can also be gained
in the pharmacy. According to the Spyglass
Consulting Group, 40 percent of the pre-
scriptions filled at pharmacies must be
redone. The BlackBerry Independent
Software Vendor ISV partner solution pro-
vided by RxRite and other e-prescribing
services allows physicians to create and file
prescriptions electronically. Before being
sent, prescriptions can be checked against
abuilt-in rules engine to ensure that appro-
priate dosages, interactions, contraindica-
tions, formulary compliance and costs are
accounted for. Clinicians can write elec-
tronic prescriptions, capture charges, man-
age patient data and complete
documentation and order-entry tasks in vir-
tual real time at the point of care, or from
anywhere, to serve patients better—all
while maintaining appropriate privacy
and security standards.

To further complement these processes,
BlackBerry devices can also be connected
to an enterprise’s existing peripheral
devices, such as mobile printers; Bluetooth-
enabled barcodes or RFID scanners for
charge capture and inventory management;
digital pen and paper for data capture; and
GPS solutions that provide a date/time audit
trail for care episodes by ZIP code.

ON-PREMISES MOBILITY
Through WLANs Wi-Fi has replaced
tethered Ethernet connections as an

‘ ‘ CLINICIANS CAN WRITE ELECTRONIC
PRESCRIPTIONS, CAPTURE CHARGES,
MANAGE PATIENT DATA AND COMPLETE
DOCUMENTATION AND ORDER-ENTRY TASKS
IN VIRTUAL REAL TIME AT THE POINT OF

CARE. ’ ,

extremely cost-effective way of providing
network connectivity to workers within a
campus environment.

While many doctors work across mul-
tiple locations (hospitals, clinics, colleges
and so on), hospital workers such as nurses
and support and administrative staffs never
venture far from the hospital campus.
However, the need to coordinate the activ-
ities of many different departments (admis-
sions, pathology, radiology, patient records,
finance, etc.) ensures that these workers are
highly mobile. The information they need
to stay in touch and connected to informa-
tion as they go about their daily rounds is
typically stored on the hospital’s computer
network or in a third-party data repository
outside the firewall. For these workers, Wi-
Fi can help enhance mobility, improve effi-
ciencies and streamline workflows at a low
cost to the medical institution.

Just as earlier RIM innovations took full
advantage of the increasingly ubiquitous
wireless carrier network infrastructure, its
WLAN solution now leverages Wi-Fi net-
works already in place to provide mobile
workers with seamless wireless connectiv-
ity. The BlackBerry 7270 ™ offers the
same lightweight and compact form factor
as other BlackBerry handhelds but oper-
ates on 802.11b WLANS. Users get the
same rich suite of applications, including
push email and data, SIP-based IP teleph-
ony (an industry standard for voice com-

munications), an organizer that syncs to
desktop PIM and the ability to run any
Java™ ME-based applications that an
organization chooses to install. To ensure
privacy and maximum security during
wireless communication, BlackBerry
solutions can also be configured to con-
nect through an organization’s virtual pri-
vate network.

BlackBerry 7270 devices are centrally
managed using the same tools as other
BlackBerry devices, and through the
BlackBerry Mobile Data System™
(BlackBerry MDS) feature of the
BlackBerry Enterprise Server they can con-
nect users to email, enterprise instant mes-
saging (IM), Internet, intranet and other
corporate data applications. The
BlackBerry solution for WLAN can addi-
tionally provide VoIP telephony capabili-
ties through enterprise telephone systems.
And because there are no monthly phone
charges for wireless access, this is a par-
ticularly cost-effective solution.

Inahospital, this means that nurses and
other medical personnel can stay
easily connected by phone and email
and access patient and drug information
as they perform their rounds, reducing the
risk of misdiagnosis or the improper pre-
scription of medications that may conflict
with each other.

RIM is working with leading PBX
vendors, including Avaya, Cisco and



Nortel, to deliver wireless voice and

data applications across extended enter-
prise networks. In order to provide a
complete end-to-end solution, RIM has
also partnered with leading Wi-Fi
access point vendors such as Aruba and
Meru Networks.

IMPROVING HOMECARE
NURSING

Traveling doctors and on-premises
practitioners aren’t the only healthcare
workers who can benefit from an inte-
grated communications solution.
Homecare nurses have a need for
enhanced messaging, data communica-
tions and location-based services that
either aren’t available or are just plain
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impractical to implement on laptops,
Tablet PCs or ordinary cell phones. To
meet all of their communications needs,
many traveling healthcare workers wind
up carrying multiple devices in addition
to pen and paper.

BlackBerry Business Solutions can
replace all of those tools with a single
converged device that is easily trans-
ported to remote locations. At the same
time, productivity is improved through
the use of a more familiar phone-centric
handheld design. The BlackBerry solu-
tion can enable instant two-way com-
munication between caregivers, manage
workers’ schedule changes while they are
in the field and capture patient informa-
tion in real time to eliminate double entry

and reduce clerical errors. Relevant
patient information can be pushed to the
point of care while maintaining appropri-
ate security and privacy standards.
Additionally, caregivers’ personal secu-
rity and productivity may further be
improved through the use of GPS-
enabled location and mapping services.

PROTECTING PATIENT PRIVACY
The Health Insurance Portability and
Accountability Act of 1996 (known as
HIPAA) is a set of standards created
to ensure that healthcare organizations
protect the privacy and security of
patient health records. Any healthcare
organization saving health informa-
tion electronically or using electronic
transactions for the exchange of health
information must be in compliance
with HIPAA.

The BlackBerry Enterprise Server
was designed from the start to provide
asecure end-to-end delivery system for
sensitive information. Through
BlackBerry MDS, BlackBerry devices
can make an HTTP request to servers
that are behind a corporate firewall.
BlackBerry MDS handles the secure
connection between the handheld and
the server while the framework itself
runs on the server. MDS provides end-
to-end security with Triple DES and
AES encryption, allowing for secure
login and data exchange, data push
capabilities, multi-network support and
centralized management, and the
preservation of data integrity. It sup-
ports HTTP, TCP/IP and UDP proto-
cols, XML, WML and cHTML
languages and provides plug-ins that
allow the handheld to display all three
formats. Data push support allows
new data to be sent down to a device
whenever the connection allows it,
rather than waiting for a user request.

Through password requirements



for BlackBerry, AES and Triple DES
encryption capabilities, as well as con-
tent and virus protection, data authen-
tication features and IT management
standards, a healthcare facility can con-
fidently embrace the industry’s most
cutting-edge communication technolo-
gies, while knowing they have the right
tools to operate in full compliance with
HIPAA mandates.

ADDING DYNAMIC
APPLICATIONS THROUGH
PARNERSHIPS
Evidence-based medicine tools such as
patient EMR histories, test results, drug
guides and other resources are increas-
ingly central to the care process, though
access to such applications has faced
security, connectivity and manageability
hurdles. The BlackBerry Enterprise
Server and BlackBerry MDS enable
organizations to overcome these chal-
lenges by enabling applications beyond
email and PIM to establish secure con-
nections behind a corporate firewall.
BlackBerry MDS acts as a secure pipeline
to behind the firewall, which enables
management to deploy additional enter-
prise applications on BlackBerry devices
without the need to purchase or manage
new wireless connections or worry about
security, either behind the firewall or on
the devices themselves.
The decision to standardize
BlackBerry Business Solutions on
Java provides organizations with a vast
ecosystem of ISVs and systems integra-
tors that can help extend existing appli-
cations into the wireless domain. RIM
has also partnered with a number of
leading providers of medical reference
materials and applications, including
MecuryMD, PEPID, LexiComp,
SkyScape and US Biomedical
Information Systems, to bring this
familiar and relied upon software to

‘ ‘ THE DECISION TO STANDARDIZE

ON JAVA PROVIDES ORGANIZATIONS WITH

A VAST ECOSYSTEM OF ISVS AND SYSTEMS
INTEGRATORS THAT CAN HELP EXTEND
EXISTING APPLICATIONS INTO THE WIRELESS

DOMAIN. ’ ’

the BlackBerry platform.
In 2002, RIM began working with
application infrastructure provider BEA

Systems to develop a framework for the
development of wireless Web services.
The framework uses technology from
BEA’s WebLogic Workshop and the
BlackBerry secure wireless transport to
deliver an always-on architecture that
delivers information from backend sys-
tems and corporate databases to the
wireless device. BlackBerry Business
Solutions provide users with a reliable
wireless connection by using asynchro-
nous communication between the
BlackBerry device and the server. Data
is queued at the server, and in the event
of an interrupted connection, it waits
there until the connection is reestab-
lished, ensuring that messages or data
updates are never lost.

Recognizing that many developers
are also creating business applications
in Microsoft’s NET environment, RIM
has a partnership with AppForge. With
AppForge Crossfire, an application plat-
form and plug-in to Microsoft Visual
Studio, developers can mobilize cus-
tomer self-service and data service
applications and extend them to
BlackBerry handhelds.

Crossfire can translate Visual Basic,
.NET and C+ into native J2ME (Sun

Java Wireless Toolkit) applications. The
Microsoft Visual Studio .NET IDE can
be used to visually design, implement
and debug applications as they appear
on the BlackBerry device. Developers
can build applications that allow for
secure management and deployment via
the BlackBerry Enterprise Server.

Compatibility between Crossfire and
the BlackBerry Enterprise Server also
means that applications can be re-devel-
oped and updated as devices are gradu-
ally updated. As technology further
evolves and redefines the way we work,
such flexibility can make healthcare insti-
tutions feel confident that their
BlackBerry deployment is indeed a long-
term investment.

For primary, acute and homecare organ-
izations, the BlackBerry suite of solutions
empowers mobile professionals to perform
efficiently and effectively, both on site and
off the healthcare campus. Converging
telephony, nurse call, messaging, PIM and
critical health applications with advanced
security features into a single device,
BlackBerry Business Solutions for
Healthcare are a compelling option for
modern healthcare facilities in their quest
to strike the right balance between mobil-
ity, communication and accessibility of
clinical information for their road and cor-
ridor warriors. B
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